
UK Safer Internet Centre 

As a parent or carer you play a key role in helping your child to stay safe online. 

You don9t need to be an expert on the internet to help keep your child stay safe 

online. Our advice and resources are here to support you as you support your 

child to use the internet safely, responsibility and positively. 

Using artificial intelligence 

As more children and young people use artificial intelligence (Al) for schoolwork, 

advice and companionship, they'll need support on using tools safely. Explore this 

collection of resources to help you support age-appropriate use and keep 

children safer. 

SEND digital safety advice for parents and carers. 

This guide helps parents to support young people with Special Educational Need 

and Disabilities. To help ensure that their time spent online is positive and safe. 

Online home filtering controls 

Step by step instructions to set controls on major broadband providers and 

mobile networks. Broadband, mobile and WiFi providers offer filters to limit the 

inappropriate content eg, gambling, pornography, violence. These filters 

normally require manual set up, these guides are here to help and offer videos and visual 

instructions to help ensure you are able to put all the right protection in place to allow your children 

safer access to the internet at home. 



Wath Academy -4 E-Safety Parents Evening 

Useful links 

Elf) Internet Matters 4 My Family9s Digital Toolkit. 

» Answer some simple questions about your children9s digital habits (takes just a few minutes) 

ray pa are a Provide an email address to receive your own personalised online safety toolkit 
A 

Use the toolkit to: 

Get age-specific advice to support your children online 

Learn about popular apps and platforms your children use 

Get information about how to deal with any online safety concerns 

Get recommendations for digital tools to support their interests and wellbeing 

Internet Matters 4 Get kids tech set up safe 

Offers help on how to set up multiple devices from smart speakers to educational toys. 

Internet Matters 4 Reporting issues 

This link will take you directly to the report pages of organisations who can offer advice.There 

are also links to online issue advice pages,where you can find advice on specific issues + 

recommended forums to get support and talk to other parents. 

| F : . et Internet Matters 4 Social media advice 
ee. TPS 

2 < belts Provides advice on managing fake news, excessive screen time, scams & hacking, online 

spending + lots more 

ia | 

OB, i=] NSPCC 4 Resources for children with SEND 

1 NSPCC have partnered with Ambitious about Autism to create online safety tips, advice and 

= activities for parents and carers of children with SEND, including children with dyslexia, 

autism and speech and language difficulties.



& What Schools'Need to Know about | 

THE ONLINE SAFETY 
The Online Safety Act was passed into, UK law in October 2023, with the aim of establishing major new layers of 

protection for children when they9re online. The government has pledged <a zero-tolerance approach to 

protecting children from online harmg 4 and the act certainly includes more powerful legislation which should 

help to safeguard young people ha digital world. Our guide summarises the key points for schools ... \ 

AY 

J ipo 

HARMFUL CONTENT NON-CONSENSUAL 
_ SHARING Social media sites must 

rapidly remove illegal - q It's now easier to convict 
and/or harmful content 5 online abusers or people 
such as bullying or harassing who share intimate 
comments; pornography; and images without consent, while 
content that supports extremist legislation on the criminality of 
activity or encourages or deepfakes has been clarified. 
depicts violence, suicide, self zd The new laws also relate to any 
harm or eating disorders, If they individuals who even threaten to 
fail to do so, they can be fined share such Images. This should 
up to 10% of their global revenue help to protect women and girls 
while their executives may even in particular online. 
face jail time. 

co ba 

ANIMAL CRUELTY 8gif 8 REPORTING AND 
| Contentfeaturingcruelty  @s? . FILTERING Gayl 

to animals is now prohibited, cé i \ ite. al 
B area Sites should have easy even if it originates from abroad Fa 8 P 

(where the law may be different). a oo, reporting mechanisms for r 4 , : children (or their parents and Again, itis the platform's p 
responsibility to remove this. m A F \ / carers) to flag up problems 

s 1 : . af quickly. They must also provide 
options to filter out unwanted 

MORE TRANSPARENCY / aan } ee : content. 

Sites must be transparent = 
ebout the hazards that any ress baad J : ' \ AGE-RESTRICTED children using them could 

) emeounter4 by publishing risk hg ; ae 

assessments for their platforms, Be. MATERIAL - ( 

forinstance. 3 bead » Sites must prevent * 
Sean childrenfromaccessing | 

HOSTING MISLEADING 
: 4 iz age-inoppropriate material. 

ADVERTS ; SE eat ; qd __, limits and implementing robust 
. LS y 4 age verification. 

This includes enforcing age 

* Scams and fraudulent a 
adverts must be blocked ; 
or removed, or the hosting 

8 companies are liable to be fined. 4 é 

What this means for you 
y 

<The act has some s ific implications for schools: it9s essential that leaders understand the new legisiation9s scope and limitations. The actis certainlya © 
Positive step, but as artificial intelligence and other advances in tech continue to produce new challenges, Schools will still need to remain extremely vigilant. _ 
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KNOW WHERE TO GET HELP REMEMBER THE ESSENTIALS WATCH FOR FUTURE DEVELOPMENTS 
Look out for the Code of Conduct that Ofcom is creating Remain mindful of your Bae ¥ _ There are some tssues on which thelegisiation «=»-4s.$ "We, 

_ jin response to the Online Safety Act Notethatthenew ©. organisation9sownonline 8remains less clear for now: whether it9s possible | 
legislation doesn9t mean an in change: many of its activities: the legal duty for schools to for Ofcom to scan encrypted private messages (such 
elements will only come into force at the end of 2023. An _ maintain appropricte software monitoring @ son WhotsApp) has yet to be resolved, for instance ~ 
Ofcom consultation on 8protecting people fromillegal =» gf_ and filtering, for example, willnotchange. © making this.an area where, for the moment young people 

_ harms online9 will be running until February 2024. ud on ee. ; fap ets « have less ak nee ; 
rd Ma soe ~ 

uld fearn how to raise concern: 8Schools should also expiain to parents and carers the new : 
possibilities that the Online Safety Act affords them in terms of ya 
protecting their children. Many parents may have previously felt that there 44s 
<was little they could do about changing online platforms9 content; they now 
have « far greater level of support when complaining qhout « company or the 

. behaviour of an individual. 
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At The Nationa! College. our WakeUpWednesday gu des emoower and equ p parents, carers and educators with the confidence and practical skills to be able to nave nformed and age-appropriate 

conversations w th children about oniine safety. mental health and we beng, and ciimate change Formeriy delvered by National Oniine Safety, these guides now address wider topics and theme 

For further guides, hints and tips, piease visit natondicol ege.com 
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IPPORTING: SAFE USE OF Al- 
foes {V1} 

Artificial intelligence (A!) is increasingly woven into young people's digital lives. it can offer some educational benefits and day-to-day 

assistance; however, it also raises concerns about misinformation, privacy, fairness, and safety. This guide provides parents and 

educators with practical strategies to support young people to navigate Al tools responsibly, and to use them safely and with discernment. 

;, DEMYSTIFY WHAT) 
AI REALLY IS @y 

Children encounter Al in most online pioces, 
inctutiing games, streaming platforms, and 
school tools. Explain thot Al uses potterns from 
past data to make decisions, but it doesn9t 
think or fesi like humans. Use oge-cppropricte 
examples, fike how recommendations on 
YouTube or Netflix work, to build understanding 
and prevent faise bebets cbout Al being 

oll-knowing or alive. 

5 TALK ABOUT RISKS 
OF MISINFORMATION 

Al con create convincing fcise 
information, including deeptake videos, 
photos, and fake <facts=. Encourage 
children to think critically about what they 
see and read. Feach them to double-check 
information using rehabie sources, to look ot 

images ond videos carefully, and to ask on adult 
Nt # something doesn't seem right. 
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ie DISCUSS DATA 
AND PRIVACY 

Explain thot Aj systems joarn by ondilysing 
lots of dota, sometimes including personal 
information. Kelp young people to be mindful of 
what they shore onfine and why protecting 

personal date matters. Model good habits like 
reading Opp permissions together or reviewing 
whot's collected by voice assistants like Alexo or 

Siri. 

pets aN mrs 

4 ENCOURAGE mares 
USE OF Al 

Support chitdren, when using Al 

tools, to explore ideas, make ort, or 
build projects. This fosters eaeecoc 4 

imagination, and independent thinking. ~ 
When children use Al creatively, rather than just 
passively consuming it, they are more likely to 
Stay engeged and make thoughtful choices. 

=a. 

s USE AGE-APPROPRIATE 
Al TOOLS 

Not all Ai platforms ore suitobie for ame ~~ 
chitdren. Choose tools designed for 
education or creativity, with clecr safety policies. 

Review terms of ust and privacy settings, end 

help children use them in age-appropricte ways. 
For exarnpie, sore chatbot tools mimic 
conversation but should onty be used with 
guidance and boundaries in piace. 

Meet Our Expert 
Hore to the world9s largest CFD library for educators The Notione 

College has transformed the woy education establishments go about 

Seveloping their worktorces arid managing compliance Our three 
memberships heip oll phoses and types of setting raise standards, sove 

time, reduce risk anc buiid a culture of improvement 

# 
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6 USE AI TOGETHER @ 55, 

Exploring Ai tools together can help 
adults understand how they work and spot 

potential issues. Try co-writing a story with an Al 
writing assistant or experimenting with an Al art 
tool. This encourages curiosity, helps you stay 

informed about the latest Al tools, and allows 
you to reinforce scfe ond respectful use while 
modelling critical thinking. 

Le A 

q, SET BOUNDARIES 
FOR Al USE 

Establish when, where, and how Al tools can 
be used, just os you would with any digital 
technology. For exormple, you might agree not to 
use Al tools to compiecte school assignments 
without permission, orto ovoid unsupervised 
use of voice assistants. Consistent boundaries 
help manage overuse and misuse. 

eae 

g WATCH FOR 
OVERRELIANCE 

Some Al tools, fice homework help apps, 
may be tempting shortcuts. Encourege 
children to use Al to Support their thinking, not 

replace it_ Celebrate effort and process over 
perfect answers. Reinforce that mistakes are 
port of learning and that relying too heavily on 
Alcan imit real understanding. 

ap 

g TEACH DIGITAL ETHICS 
AND LITERACY 

Help children explore how Al works, 
where it might be biased, end why 
ethicol thinking matters. Building digital 
literacy alongside ethical awareness ensures 
children engage with Aicriticolly, not just 
conveniently. Help young people to understand 

that notcll people use Ai for legitimate 
purposes; some use it for malicious reasons. 
Encourage questions about fairness, 
representation, ond who benefits from certain 
tools; talk ebout cigorithms, echo chambers, 
nd the impact of automation on daily life. 

ai 4 = 

STAY CURIOUS 
10 AND INVOLVED oe 

Alis developing rapidly, and staying 

informed helps you support the young people in 

your cure. Follow trusted sources for updates and 

keep the conversation going. i a child brings up 
@ new Al trend or tool, take the opportunity to 

learn about it together. Showing interest buitds 
trust and strengthens digital resilience. 
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in.October, (2022, the enormously popular, social medid) necwor Twitter9 was purchased by tech tycoon 

" ve been received 

positively, by, its fans. The alterations have continued,w i 3SiNg) th, many of them 
raising,online safety concerns.among the\530 mill ars of Twitter,(now rebranded as | 
simply. X). With further adjustments reportedly,i in, the pipeline xin x has attracted more j 1 

a does, its Usual share of controversy, 8and caution in recent times a 

thy, 

LIMITED REPORTING 
FEATURES 

_- AGE-INAPPROPRIATE SoReD _é 9 _ NERIFICATION FOR FS 
7 CONTENT =; SALE @ 

PROTECT PRIVACY ST DONTRISETOTHEBAT © Ea ) STAY ALERT FOR IMPOSTERS er 
Unsavoury characters may try to gain access to } To gain more views and followers, some X Make sure your child understands that X's blueticks # 
a young person9s X account 4 either to view their . users post deliberately inflammatory comments 8 no longer guarantee the identity of anyone on the f 
posts and gather information on them, orto on sensitive topics such as race, sexual orientation plattorm. While it might be exciting if a celebrity liked 
completely take control of it. To minimise risk, ensure and gender issues. Many young people could find this your child's post, it could just as easily be an imposter 
the account has a strong password and enable the upsetting, Emphasise that, if your child encounters with malicious intentions. If your chila9s not 100% sure 
8Protect Your Pests9 feature (via the account someone spreading hate on X, it9s best not to give that an X user actually is who they claim to be, advise 
settings), so that strangers can9t view your child's Pf. that person what they want: an argument. ignore thenrto err on the side of caution and avoid 
posts without first being approved as a follower. them, mute their account and move on. interacting with that account. 

Iara! a2. OM Po a ae 

ONLY FOLLOW TRUSTED ACCOUNTS 1D BE READY TO TAKE ACTION a) 
Using the 8Following9 tab on X helps to ensure thatthe only content j- iw j If your child suffers harassment on the platform or becomes 
your child sees has come from accounts they've chosen to follow: j the target of o hack, you could consider deactivating their account 
this should reduce the chance of them inadvertently being exposed # a entirely. Recently, X's safety features have been criticised for alleged! 
te harmful, violent or explicit content. Show your child how to report failing to protect users9 wellbeing ~ so if your child is being subjected t 
another user9s account if, say, they9re behaving inappropriately by abusive messages or similar mistreatment on the platform, it might be 
Spreading misinformation or offensive opinions. prudent to remove them from X altogether. 
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. BUILDING CYBER 
RESILIENCE AT HOME 

As a society, we're Increasingly using technology and tech services in the home. Di Gssistonts which can adjust the 
nantes os Loring tie nod oe streaming services for shows Gnd movies on flow aban smart 

Sponees: Conte uot ns = the list goes on. As we Introduce each new gizmo to our homes, however, we 
the love! of threat from cyber crimingis. it9s essential, therofore, that we learn to become more cyber reailient in 

relation to the devices and digital services that the people In our household use, 

WHAT iS 8CYBER RESILIENCE?= 

iddetines are kdea! - 
Ser buthard to guess. 

skate 
es ond 

Sees i 
definitely try them on others. 

stom the reat of Thingy - 
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8. KEEP HAVING FUN fS 
8WITH TECH | Pe 
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Tips for Encouraging Open Discussions about 

DIGITAL LIVES < 
7 The catine world [6 an antiraty famitiar and commonplace part of tite far today9s childran and young 
§ (pecple, far more so than fcr previous qanerations. There area many positives to children being abie to 

sees online Mmateriais, 60 it9s Important not to demanise the Intarnat, games and apps, and iimit the 
Bartefit of thalr positive capacts. Atthe same timo, we do have 6 responsibility toedticats ta = 

fdbactthe hazards they may encounter online (just as. we would about reat- world dangars) so It9s 
easerntia! that we don't shy aviay from talking to that about thé complex 4andiotten sensitive 4 oO Tn 

. subject of what they do and whet thay see when they're online, YL git 
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REMIND YOUR CHILD THEY 
CAN ALWAYS TALK TO YOU 
young people who acta being 

lu 

in 

reluchant Bs tol'a trusted adult abeut 
harmful 
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<TIKTO 
TIKTOK is a video-sharing) social media app which lets people create, view and download loaping 15-second clips. 

Typically, these are videas of users lip-syncing and dancing to popular songs or soundbites (aften for comic purposes), 
. enhanced with filters, effects and text. Designed with young people in mind, TikTok skyrocketed in popularity in 2019 and 

Sou) = 

has featured near the top of download charts ever since. It now has Ground a billion users worldwide. 

INAPPROPRIATE CONTENT ¥ 7 ft 8HAZARDOUS a SPINES 

pecause of its abundance of teen user: 
1s wit! Tr experte nced p 

one NATURE W.. . 
EypLICTT SONES 9) We, ee oat ta 

te 

= ut me b y p< wil 4 

leading to mo er! 8attempting 
0 go al ane some ok famous=, 
While most asp q stars hop to be 8the 

n big thing fi [ setbacks 
go to even more 

\ \ \\ \ Advice for Parents & Carers © % 
TALK ABOUT ONLINE CONTENT.) MAINTAIN PRIVACY SETTINGS LEARN ABOUT REPORTING 

ania cone AR en TACO ssid xo alas aria z f AND BLOCKING 
i 4 : 

ak. : OW hes Wim Siat tL » Diock individual use 

ENABLE FAMILY PAIRING = ni USE RESTRICTED MODE MODERATE SCREEN TIME i =) lager OD r= 
| om» } 4 . si Wellbeina9 sectic nds 7 

notely neluding it ; 44 , 8 ° 9. you can limit th: sily 
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| RAT, | dL Ye Rede Vom WO ALY ANNA pe 
: Uinstagram is one cfithe most populer social media platiorms|in the world, with over, [billionjusers 
: worldwide. The platform dilows users to upload images and videos to their feed, create Interactive ; 
| 8stories9, sharellive videos, exchange private messages oases syseorch, explore and followjother 

accounts they/ike 4 whilst at the same time continuously, updating and adding new 
| is features to meet the needs ofjitsjusers. 
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arents & Carers Needito, Know about 

\ xs larger audisnce,and emulate current trends, slvalling piatforms such as TikTok and iImstagram:. 
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4 Advice for Parents & Carers, exam 
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TURN OFF QUICK ADD 3 CHOOSE GOOD CONNECTIONS | a TALK ABOUT SEXTING , 
> 

& 

. | Profiles are private 
Talk to your child bout what Is fl ~~ 
iev't wile te ehore oa: ed » 
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